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Preface

Time travel has long been the stuff of science fiction. For aslong as people have been able to break things, the abil#
ity to manipulate time has been on their minds. Stories, books, and even movies have repeatedly visited this subject.

Managing the various devices involved in our IT infrastructures could certainly benefit from the use of time travel.
The ahility to go back and see what caused an outage, or how things ran before the last patch would be useful.

For as long as people have had to perform labor, they have desired to offload it onto others. Computers have helped
usin this, usually generating more work than they save, but that is a different story all together.

Having a robot that can intelligently do your bidding (well, withing reason) would also be beneficial. A robot that
can speak to your computers and give them orders might come in handy.

Simply put, Loggerithim aims to be your time machine and robot, allowing you to go back some amount of time and
see how things were. While we are at it, we'll also use this flow of information to check for problems. We will have
the opportunity to give the machine some instructions if there are problems, or maybe use that same ability to detect
problems before they happen.

Platform Notes

Loggerithim is developed on RedHat Linux 7.2 for x86, Solaris 6 for Sparc, Solaris 8 for Sparc, and MacOS X Jag#
uar (10.2). Perl 5.8.0, Apache 1.3.26, mod_perl 1.27, and PostgreSQL 7.3.3 round out the major software portions.
Testing is done on RedHat Linux 8.0 aswell.

All the components of Loggerithim are written with portability across UNIX boxen to the best of the author's under#
standing, which may be lacking on many platforms. Still, al the pieces should play well together on any OS where
Perl and C work properly.

Contact Information

This documentation is a living entity. It's contents are probably littered with misspellings and grammatical errors.
Maybe some of the instructions are wrong. Please communicate any errors you find or suggestions you have to the
mailing list a <l oggerithi musers@ists.sourceforge.net> or directly to the author at
<gphat @af es. net >.

Getting Help

L oggerithim can be a complicated beast. If you need help, visit the web page at http://loggerithim.sourceforge.net.
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Chapter 1. Introduction
What is Loggerithim?

So you've heard all these great things about Loggerithim. Y ou've seen the commercials, you've read the reviews, but
you don't really know what it is. Well, all that is about to change.

Loggerithim's primary mission in lifeis to collect data from your machines and present it to you in away that makes
sense. At the same time, Loggerithim can send commands to it's agents to do just about anything you can imagine. It
saves the data it collects and allows you to look back in time to see how your machines were behaving last week,
last month, or last year. Reports can be run, Notifications can be sent, and Hosts can be compared. Basically, Log#
gerithim triesto make the life of a System Administrator as easy as possible.

In the following chapters we will cover the installation, configuration, and use of Loggerithim.
Warning

Thisis the first public release of Loggerithim. It is highly recommended that you take some time to evalu#
ate and test it before deciding to dedicate any real resources to it. This will change as more people use it
and smooth the sharp, rusty edges.

Features

Now we know what L oggerithim is supposed to do at a high-level, let's outline the features that it will provide.

e Web-based - Using mod_perl and Apache, Loggerithim does not require any heavy client software. This enables
you to check the status of your assets from any network-connected machine with a browser. Loggerithim should
work in any browser, as there are no fancy HTML or Javascript features to cause problems.

* Remote Management - Loggerithim's monitoring agent is capable of executing commands sent from the main
server, enabling you to automate to your hearts content. The agent is also extensible, allowing you to write your
own functionality.

»  Security - All of Loggerithim's communication is performed over SSL encryption, fortified with certificate based
authentication.

» Department and System Organization - The Hosts monitored by Loggerithim are organized into Departments
and Systems. Department examples would be 'Production’ or 'QA'". Systems could be 'Mail’, 'DNS, or the name
of your custom application. Loggerithim will then display Hosts in the same Department and System together.

» Attributes and Profiles for Hosts - Attributes describe the capabilities of a Host. These Attributes allow Log#
gerithim to treat a host as a simple entity, and to abstract the data that can be reaped from it. Profiles are an ini#
tial set of Attributes to be assigned to a new host.

e Satusat a Glance - Important metrics are color coded on the main page to give the status of a System in asingle
glance.

» Agent-Based Metric Collection - Key metrics are gathered from agents on monitored Hosts at configurable inter#
vals. These metrics are stored in Loggerithim's database for whatever use we can cook up. If the agents can't
contact the central server, they will save the metrics and report them when a connection can be established.

» Plugins - Users of Loggerithim can leverage the power of Perl to gather custom metrics, check for problems, or
whatever else they can dream up.

e Cross-Platform - The loggeragent currently runs on Linux and Solaris, with initial support for OS X and Win#
dows. Other platforms are easy to add.
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» Notification - Notify users when things happen. Events automatically adjust severity based on the number and
importance of events.

e Per Host, Per Metric, Per Key Thresholds - Set Thresholds on individual Hosts, individual Metrics for a Host, or
even individual keys of aHost. That'salot of individuals.

Metrics

Out of the box, Loggerithim monitors the following performance indicators, called metrics.

Table1.1. Monitored Metrics

Memory Real Memory and Swap. Buffered and Cached memory
areincluded in Linux.

CPU Idle, User, and System time

Load 1, 5, and 15 minute averages

VM Subsystem Paging and Swapping

Storage Utilization

Interfaces Trafficin and out.

Misc. Uptime, OS/Kernel Version

The metrics that come standard will not satisfy everyone who wants to use Loggerithim, but they will more than
likely be the common denominator. They were chosen because they are common between all systems, and because
each of them are useful indicators of system performance.

Loggerithim is by no means limited to these metrics. Any statistic can be added to the loggerithim agent, or collec#
ted using a Smeeplet. Most any metric can be added without modifying any of the existing code. This will be dis#
cussed in detail in chapter 6, Extending Loggerithim.




Chapter 2. Installing Loggerithim
Requirements

Loggerithim is written in Perl, makes use of a number of Perl Modules, and runs under mod_perl. Obviously, each
of these is required, unless you plan on hacking your own port of Loggerithim. The installation of mod_perl and
Apache is beyond the scope of this discussion, but instructions can be found in at the mod perl website, ht#
tp://perl.apache.org.

Loggerithim is developed on Linux, RedHat 7.2 specifically. It is should work just fine on any distribution, as de#

velopment is also done on Gentoo Linux. The loggeragent only runs on Solaris (2.6 and 2.8 tested) and Linux (x86
and PPC tested). Thereisinitia support for MacOS X and Windows.

Perl Modules

L oggerithim requires the following modules to be installed. All are available from CPAN.

» GD - The GD library allows us to manipulate graphics, which is the key to our graphs.

» GD::Polyline - The Palyline extension to GD gives us more flexibility in the creation of the graphs.

» DBI - Tim Bunce's wonderful module that provides a layer of abstraction between Perl and the many databases
\;a\xai}llable. Loggerithim uses this to speak to it's database, as well as any others you might choose to converse

e Apache::DBI - Loggerithim uses this module to avoid recreating database connections for each Apache request.

* Apache:: Session - Provides session support.

e HTML:: Template - Template System.

» IPC::SharedCache - Used to cache prepared templates and objects, greatly improving performance. Depends on
IPC:: ShareLite, which should be handled by CPAN automagically.

» Time: :HiRes - Provides a high-resolution timer for timing operations.
» Apache::Cookie - Cookie API. This requires libapreq, which should be handled by CPAN automagically.

* Math::NumberCruncher - Fancy math functions. Depends on Math::Bigint, which should be handled by CPAN
automagically.

e Net::SMTP - Allows Loggerithim send email.

* Net::SS_eay - Used to communicate with the agents.

e DBD::Pg- DBI Driver for PostgreSQL.

» MDS5 - Hashing for Cookies.

e Cache:Cache - If caching is enabled, Loggerithim will use this module to cache objects.

e XML::Smple - Metrics are sent as XML, and we need to be able to parse it, hence XML::Simple.
e XML::Writer - Commands are sent to agents using XML, so we need away to write it.

o XML::Writer::Sring - XML::Writer only likes to output to 10::Handle objects, and this class allows us to cap#
tureit's output.
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Many of these modules may have their own requirements, asking you to install a handful of other packages. Thisis
expected, and is OK. Also, the versions should be irrelevant, as development is usually done with whatever is most
recent on CPAN.

Automated Install

L oggerithim makes use of Autoconf and Automake to simplify it'sinstallation.

Before you can install Loggerithim, you must install PostgreSQL, Apache, and mod_perl. Then, uncompress the
L oggerithim tarball and run the autoconf script.

#./configure

The script will try and locate your apache, openssl, and perl binaries. If that succeeds, each of the modules Log#
gerithim requires will be checked.

Checking for GD... okChecking for GD::Polyline... okChecking for DBI... ok

If all the modules are found, the configure script will finish by writing Makefiles. The next step is to type 'make'.
Thiswill create manual pages for all the Loggerithim objects.

You can now install Loggerithim by typing 'make install'. This will place the required files in the appropriate places.
Theinstallation is now complete, but there are still some things that need to be done.

With all the filesinstalled, now it is time to create the database. Execute 'make database' to start this. It will first ask
you where the database is running:

On what host is your database running?: [l ocal host]

If your PostgreSQL database is running locally, then you can take the default (localhost) by pressing enter. If it is
running on another host, put that host's hostname or 1P address in. Next, you will be asked for the port on which
PostgreSQL is listening. Unless you have changed it, just press enter for the default.

Now you will be prompted for the username and password of a user that can connect to the PostgreSQL server to
create the Loggerithim database. This user will need need the ability to create databases and users. Y ou can use the
createuser command to add a user with these privileges. You may have to find the createuser command on your
system, asit may not be in your normal $PATH.

$creat euser -P

Answer yes to the questions concerning creating users and databases.
Tip
This user is basically aroot user for the PostgreSQL system, and you may aready have one setup on your
system. We will leave that as an excercise Thisis probably the best way to do things.

After you've given the password to user, you will be prompted to provide a password for the loggerithim Postgr#
eSQL user. This user will be used by the application to manipulate the loggerithim database. It will be entered into
Loggerithim's configration file.

The installer will now create al the views, tables, and sequences for the Loggerithim database. Y ou will then be
prompted for the username and password of your Administrative user. This user will be created so that you can login
to the web interface.
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Finally, you will be asked for an SMTP server and a cookie 'secret’. The SMTP server is for sending aerts, and the
cookie secret is used to stop people from modifying cookie values on their machines.

Next, we need to customize the configuration file that Loggerithim includes in Apache'sht t pd. conf . Thisfileis
@refix@!oggerithinlr-httpd. conf, where @prefix@ is/ usr/ | ocal , or something else if you
customized it when you ran ./configur e earlier.

After you open this file, you should see a few places where domain.com was used. Replace this with your real in#
formation.

Next, we need to enable name-based virtual hosting in our httpd. conf. Find the line that looks like
‘#NameVirtualHost *' and remove the pound sign from the beginning of the line to uncomment it.

Loggerithim needs certificates to communicate with it's agents, so now run 'make certificates and answer all the
guestions to generate the proper certificates. Y ou will be asked the same question a number times, just bear with it.
It will all be over soon.

Lastly, schedule the three perl scriptsinthe/ et ¢/ cron. | ogger i t hi mdirectory to run every minute. Thisisa
simple thing to do for most admins, so we will only provide an example of how to do thisin RedHat. Edit your /
etc/crontab file and make an new entry.

* * * x * root run-parts /etc/cron.loggerithim

Finally, start the loggerserver viait'sinit.d script.

# /etc/init.d/l oggerserver start

Tip

Y ou may want to setup this service to be started when your machine starts. Try ntsysv RedHat or rcconf on
Debian to accomplish this.

Installing the loggeragent

The loggeragent is distributed as source code, but includes targets for an RPM or Solaris package so that you create
amaster RPM for all your monitored hosts.

To compile the source, simply run "./configure' in the untarred loggeragent code directory (but don't do it yet). You
must supply an option '--with-cert-directory=some_directory', where some_directory is the path to the certificates
generated by a Loggerithim install. By default, thisis/ usr/ | ocal /|1 oggerithinmcertificates.If youdo
not want to install the various libraries that the loggeragent requires on each machine that you plan to monitor, you
should also supply the --enable-static' option to configure. This will produce a static binary that has all the libraries
included. Thisis probably the best way to do things.

After you have run configure, edit r es/ | ogger agent . xm and change the 'metrichost’ to the hostname of the
machine that you will be running the Loggerithim backend on, specifically the loggerserver. You might want to
change the 'metricinterval’ setting if you would like your machines to report metrics more or less often than 600
seconds. Loggerithim is written to support a 10 minute (600 second) interval, so be warned that there may be ad#
verse effectsif you change it. Consult the mailing list with questions.

After changing those settings, save the file and run 'make package' to generate the appropriate package for the ma#
chine you are on. Use this package to intall the agent on the machines you plan to monitor.

Starting the loggeragent
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Use theinit.d script installed by the package to start the loggeragent.
#/etc/init.d/l oggeragent start




Chapter 3. Getting Started
Starting Loggerithim

Loggerithim has two parts that must be started, the loggerserver and the web interface. The loggerserver was in#
stalled during the automated install, and it should have an init.d script that will automatically start it at boot time. To
start the loggerserver, use this command:

#/etc/init.d/ |l oggerserver start

The web interface can be started by simply starting apache. We will assume you know how to do this aready.

With the loggerserver running, your agents should be able to send metrics. If you visit the URL you've setup for
L oggerithim, you should see alogin screen.

Some Basics

If you have not logged in yet, do so how.

You should be greeted by a relatively sparse web page. This is normal, because Loggerithim doesn't have any in#
formation about your Hosts yet. Before we start adding Departments, Systems, and Hosts it isimportant that we take
alook at each of these entities and make sure we understand them.

Hosts are entities that Loggerithim monitors. These can be machines that are running the loggeragent daemon, or
devices that are monitored via Smeeplets.

Systems are an organizational unit used to group Hosts. For example, say you have an application composed of a
database server and application server called WidgetMaker. You would create a System called WidgetMaker and
make your database and application server apart of it.

Metrics are counters or values gathered from Hosts. Generally, this term is used to represent a pile of values sent as
one big message.

Departments are organizational units that hold Systems. Using our WidgetMaker example again, you might have
both a Development and Production WidgetMaker Department.

Departments and Systems have no actual relationship, they are simply tied to the Host. To setup your WidgetMaker
environment you would create a Production and Development Department, a WidgetMaker system, and select the
appropriate values in the dropboxes for adding a Host.

Now that we understand Departments and Systems, feel free to go to the Admin section and add some Departments
and Systems. Use the'Add A System’ and 'Add a Department’ links.

Speaking Of Hosts...

Now that we have covered Departments and Systems, we can work with Hosts. To monitor a machine's metrics, you
need to have installed and started the loggeragent, as described in Chapter 2, Installing the loggeragent..

Next, add the Host to Loggerithim through the Admin section. The important fields are Hostname, |P, Active, and
Purpose. When a host connects to pass in some metrics, the loggerserver tries to find the host by 1P address. This
means that you need to have the IP match the address that the host will be sending metrics through. If that fails, the
loggerserver will try to find a host with a hostname that matches the hostname provided in the metric. If a Host has
more than one hostname, use the hostname that the box gives when you execute the hostname command. The Act#
ive box is aflag used to determine if the box should be displayed in Loggerithim's menu. If Active is not checked,
the box will not be displayed.

The Purpose field is an explanation of the box's responsibilities. You can use 'SMTP Server', rather than trying to
decipher whatever silly naming scheme your manager is forcing on you.
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The Profile field determines what Attributes a host has. For example, if you choose the canned Profile 'Linux' for a
Host, then all the Attributes for Linux will be added to that Host. For example, if you have a pile of Cisco routers
that you want to monitor, you could define a Profile that defines a set of metrics that you want to use with them.
Then, when you add them to Loggerithim, you can simply choose the ‘Cisco’ Profile you created rather than having
to add aton of Attributes to the Host.

Changing a Profile after you've used it to add Hosts does NOT change the Attributes of existing Hosts. It is only
used as a guide when the Hosts are added.

Be sure to choose a System and Department, which you added in the last section. The Database information can be
ignored for now, it is used when extending Loggerithim.

Results

If you installed, configured, and started the loggeragent and also added a Host representing that box into Loggerith#
im, data should start collecting. Don't be worried if you click one of the links and don't get any pretty results. It takes
afew samples for Loggerithim to get a box figured out. Some metrics, like CPU and network traffic, require three
readings to calculate their values. Continue adding Hosts to your setup until you've added all the Hosts you want to
monitor.

When you do see your first graph with real data, it should be fairly simple to read. The dropbox can be changed to
graph a different number of hours, days, weeks, or months.

If you see avertical red line on the graph, this signifies midnight. This should help you orient yourself when you are
looking at a graph.

The dashed lines and the numbers drawn in the right hand margin signify the average for a particular line.

Don't forget that the loggerserver logs it's actions to syslog. Y ou can tail your messages file to watch any errors that
might show up.

Preferences

The user preferences are as follows:
Password - Self-explanatory, | hope.
Department & System - When you visit Loggerithim, it will show you the Department and System of your choice.

Color - If enabled, Loggerithim will color code some of the key metrics for a Hosts on the main page. This allows
you to glance at a System and seeit's state. This can be expensive if you monitor alot of Hosts, so it's configurable.

With what we've covered so far, it is pretty easy to keep an eye on your boxes. In the next chapter we'll dig deeper
and learn about L oggerithim's more advanced capabilites.




Chapter 4. A Closer Look

The ability to use Loggerithim to it's potential requires that you understand the pieces that make it tick. The sections
of this chapter outline the major ideas that are required to understand Loggerithim. Knowing them enables a user to
add new Hosts, monitor specific values for anamolies, and send notifications to other users.

Configuration

Loggerithim reads it's configuration parametersfrom/ et ¢/ | oggeri t hi m xm . Hereis atable of options avail#
able and what they do.

Table 4.1. Configuration Options

Option M eaning

db_pass Password for connecting to the loggerithim database

smtp_server SMTP server for sending notifications

annotation If set to a true value (i.e. 1) Loggerithim will attempt to
fetch annotations from an instance of it's sister applica#
tion, Catalyst.

secret The 'secret’ to use as a seed for encoding session inform#
ation in the client cookie.

caching If set to atrue calue (i.e. 1) Loggerithim will cache some
of it's often used objects with Cache::FileCache

debug If set to atrue value (i.e. 1) Loggerithim will be verbose.

The Loggerithim installer will automatically create / et c/ | oggerithi mxn and populate the db_pass,
smtp_host, and secret values. It is strongly recommended that you enable caching, as this yields huge speed im#
provements. The Cache::Cache moduleis required for this feature.

Groups, Users, and Contacts

Groups are collections of Users who have the same privileges. Groups allow fine-grained control over who can do
what, and where they can do it.

To add agroup, click ‘Add A Group' in the Admin section. After you have filled in the Group name and submitted it,
click 'List Groups' in the Admin section and click the edit icon for the Group you just created. You can now choose
to limit this group to a specific Department and/or System. This will cause any permissions you grant to only be ap#
plicable to that System and/or Group.

The checkboxes alow you to specify which objects in Loggerithim this user can fiddle with. You can grant read,
write, and FIXME permissions on each object.

Users are the people that use Loggerithim. They have a username, password, and fullname. To add a User, click
'‘Add a User' in the Admin section. After you have filled in the information and submitted it, that user should be able
to login using the password you specified.

Contacts are the ways that L oggerithim gets in touch with users. Contacts are used to notify users of eventsin Log#
gerithim and to facilitate a user who wants different Event notifications sent to different places.

Contacts have atype and avalue. The typeis currently either 'email’, 'pager’, or 'other’ and the value is an email ad#
dress. Loggerithim can only send events to an email address, but most places have email to pager gateways, or
something similar.
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Contacts are added by going to the admin page, 'List Users, then clicking the new Contact icon (looks like a spark#
ling business card) for the appropriate User.

Contacts might seem useless at the moment, but they come in very handy when we cover Jobs and Thresholds later.

Smeeplets

Smeeplets are Loggerithim plugins. Loggerithim comes with two Smeeplets FileSystemSpace and LastSampled.
FileSystemSpace checks the last filesystem Metrics when it runs and generates events if any of the filesystems break
Thresholds. LastSampled generates an event for any Host that hasn't been updated in more than twenty minutes.

Smeeplets are one of the most powerful parts of Loggerithim, as they allow anyone with Perl programming experi#
ence to create a custom monitor for their environment. This capability is extensively discussed in Chapter Five, Ex#
tending Loggerithim

So how do you schedule a Smeeplet to run? WEe'l reveal this when we cover Jobs.

Attributes

Attributes are traits of a host. Rather than try and define an Attribute, it's easier to give an example.

If you write a Smeeplet that checks the percentage of free memory a host last reported, you may not want to run it
against all of the boxes you monitor. When you create your Smeeplet, it'sinstall script can create an Attribute called
'MemoryMonitor'. When you create a Job to run that Smeeplet (covered in the next section), you specify what At#
tribute a host must have to have in order for this Job to run against it. Next, add this Attribute to all the hosts whose
memory you want checked.

To add an Attribute to a host, go to Admin, ‘'List Hosts, click the add attribute icon (looks like a sparkling wrench)
and sdlect it from the drop-box.

All hosts automatically have an Attribute called 'Default’. Thisis used when you want a Job to run against all hosts.

Thresholds

A Threshold is a value that must be exceeded to generate an event. Thresholds are added to Hosts, because 90%
CPU utilization might be bad on one host, but not another.

To add a Threshold to a host, list the hosts and click the 'Add Threshold' link. Next, we must choose a Resource. If
you were to choose 'stoUsed’ Resource, a value of '90' and a key of ‘', then Loggerithim would notify you if the
amount of used space exceeded 90% on the '/' filesystem because the FileSystemSpace Smeeplet checks for this
Threshold.

Adding a~ to the front of the key will cause it to be matched as a regex against the filesystem name. For example, if
amachine's job is to cache things and you have filesystems/ cachel, / cache?2, and/ cache3, these filesystems
are supposed to be full. If / cachel isat 100%, it's not a bad thing. A Threshold can be created with a severity of 0,
value of 101, and a key of ~cache. This would effectively cause Loggerithim to ignore any filesystem that contains
the word ‘cache’.

Notice: If you have more than one threshold for the same resource, they stack. The most immediate example of this
is the aforementioned FileSystemSpace Smeeplet. By default it generates Events at Thresholds of 85% and 90%
consumption. If afilesystem is at 91%, two Events will be generated, but their severities will be combined. When
you view this from the Events page, it will be easily understandable.

Jobs

Jobs are scheduled, recurring tasks that handle the running of Smeeplets. When you create a Job you specify an At#
tribute, and any hosts that have this Attribute will have the Job's Smeeplet run against them.

10
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To add a Job, go to admin, '‘Add A Job', and choose an Attribute, Smeeplet, and enter a cron-style time. See the man
page for crontab(5) if you need to learn about cron times.

For example, to schedule the FileSystemSpace Smeeplet to run at 7:15am, and 3:15pm, we would go to the Admin
page, and Add A Job. Select the 'Default’ attribute and the 'FileSystemSpace' smeeplet from the list. Then set the in#
terval to '15 7,15 * * *'. This tells Loggerithim to run the FileSystemSpace Smeeplet against al the Hosts with the
Default attribute at 7:15 and 15:15.

Some Jobs check values against Host's Thresholds. If these Thresholds are exceeded, an Event is generated. A noti#
fication of the Event is then sent to any Contacts that are specified for the Job. To add a Contact to a Job, choose
'List Jobs from the Admin menu, and click the 'Add Contact' link beside the Job you'd like to add the Contact to.

Y ou can remove a Contact from a Job by choosing ‘List Contacts from the list of Jobs. Click the 'Remove Contact'
link of the Contact you would like to remove to stop notifying that person when this Job gets verbose.

Events

Events are things that happen in Loggerithim. They are generated by Jobs, and are used to notify you of the results
of those Jobs. The EventHandler cron job handles sending Event notifications to the Contacts specified in the Job.
When Events are created, they are assigned a severity by the Smeeplet that creates them. If more that one Event is
created for a given Job on a given host, then they are considered a Child Event. Loggerithim calculates a relative
severity by combining the severities of the parent and all child Events. Events whose subsequent child Events in#
crease in severity will have a higher relative severity that one whos child events go down in severity. This alows
Eventsthat either get worse or fix themselves to express their severity to the person who is notified.

Reports

Reports aren't used at the moment. It is likely they will be reworked. If you are interested in them, see the code in
the Repor t er s directory of Loggerithim or join the Loggerithim mailing lists.
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Chapter 5. Understanding Loggerithim

Before we start talking about writing new parts to Loggerithim, we should cover some of the important pieces that
work in the background.

Access

Loggerithim::Access is a Perl AccessHandler. It verifies that any user trying to view a page other than the error or
login page has avalid session.

Handler

The Handler is the circulatory system of Loggerithim, make sure that users are propery distributed to the pages they
desire. Our tour begins by pointing out that Loggerithim::Handler begins life as a norma mod_perl PerlHandler.
Please follow along in the source for the best understanding.

First, we build an array of pages Loggerithim will be answering for. Thisis done by opening the Page directory and
getting alist of all the .pmfiles. For each Page object found, it's object is created and stored in a hash. Doing this at
startup saves us from having to instantiate the page at request time.

At request time, the handl er () method is called. The Apache::Request object is shifted in and theur i () method
is called on that object to gives us the filename requested. A regular expression next validates that the request has a
proper page name in it. That page name is then fetched from the page object cache.

Assuming that the page was in the cache, the parameters that were POSTed or GETed are stored in a hash and the
page'shandl er () iscalled. The Regquest object and the parameters from any forms/urls/etc are passed to the page.

The page returns a hashref suitable for use with HTML:: Template. Any specia actions (Cookie Creation, Redirec#
tion or setting the no_cache flag) are performed if necessary. The HTML:: Template object is then created and sup#
plied with the arguments to create the requested page. The content type is sent to the client along with the output of
the templ ate.

Pages

The pages are made up of two methods; new() and handl er (). Thenew() method isanormal Perl constructor.
handl er () returns a hash reference of al the things going into the template, as well as a few special parameters
that the Handler takes care of .

Smeeper

Smeeper . pl runs minutely and checks for any Jobs that need to be run. If oneisfound, it's Smeeplet is executed.
The Smeeplet queries the database for the Thresholds relevent to it's parent Job and uses them to determine it's state.
The Event object will create a child Event if the Event has already been stored in the table. The act of create a child
Event sets the hushed flag to O for the parent Event. The hushed flag will be discussed in the next section.

EventHandler

The EventHandler also runs minutely. It scans the events table for any Events with hushed and squelched flags that
are both set to 0. It calculates arelative severity using the following equation:

foreach child Event of this parent
nodi fier += (Parent Severity) - (Child Severity) + 1;
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Understanding Loggerithim

In other words, for each child the relative severity will increase by one point plus the difference between it and the
parent. This means that if a child Event suddenly crosses from Warning to Danger, this change will be take into
consideration, accelerating the natural escalation of an Event. Events otherwise gain one point of severity for each
child Event. If the severity of the child decreases, it will have a negative effect on the parent. This will either keep
the relative severity the same or decrease it. This allows the changing state of the situation to effect the overall
severity of the problem. Therefor problems that get solved by themselves will not continue to pester the people it

notifies.
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Chapter 6. Extending Loggerithim

The ability to add your own code to Loggerithim is one of it's most powerful features. In this chapter we will follow
the creation of two Smeeplets.

LastSampled Smeeplet

The last_sampled field of the Hosts table gives us the last time that the Host had any data successfully collected,
either from an agent or from a Smeeplet. This could give us insight into a host that is failing to send metrics to us,
which obviously needs attention.

A new Smeeplet, which we will call LastSampled, will turn thisideainto a valuable new tool. First, we must do the
boring stuff:

Example 6.1. LastSampled Smeeplet Beginning

package Loggerithi m: Smeepl ets:: Last Sanpl ed
use strict;

use base ("Loggerithim: Sneepl ets::Base");

sub run {

j ob = Loggerit hi m: Job- >new( $j obi d);
host = Loggerithi m: Host->new $hosti d);

That code is going to be common to most any Smeeplet. Y ou may need to 'use’ other libraries if you use other fea#
tures of Loggerithim's classes, that are not included by the Loggerit hi m : Sneepl et s: : Base classl. The
only non-standard class that we included isLoggeri t hi m : Dat e, which will give us some convenience methods
for fiddling with the date we are going to get from last_sampled. run() is called by Smeeper to actually run the code.
run() is passed the hostid of the Host it should run against, and the id of the Job that is responsible for this run.

You may notice there is no new() method for this class. Again, Logger it hi m : Smeepl et s: : Base saves us
some work by providing a stock new() that does, well, nothing special. If you need to do anything cute in your con#
structor, just add your own.

With that out of the way, we can write some real code;

Example 6.2. LastSampled Smeeplet Continued

db = Loggerithi m: Dat abase- >new() ;
dbh = $db- >connect ();

| ast st h- >execut e( $host i d);
| astref = $laststh->fetchrow arrayref();

$
$
$l ast sth = $dbh- >prepar e(" SELECT | ast _sanpl ed FROM hosts WHERE hosti d=?");
s
3 tsth _
$udate = Loggerithi m: Dat e->uni xFormat ($l astref->[0]);
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We get a database connection from Loggerithim::Database, and we execute a query that will give us the
last_sampled value for the host in question. We then convert the date from a Postgres format into a Unix timestamp,
or the number of seconds since epoch.

Example 6.3. LastSampled Smeeplet End

ny $twentyAgo = tinme() - (60 * 20);

i f($udate < $twent yAgo)
nmy $name = $host - >host nanme() ;
ny $ip = $host->ip();
ny $nmessage = "$nane: $hostid ($i p) has not been updated since ".$lastref->
ny $event = Loggerithi m:Event->new();
$event - >host i d( $hosti d);
$event - >j obi d( $j obi d) ;
$event - >severi ty(5);
$event - >i denti fi er ("LAST UPDATED") ;
$event - >t ext ($nessage) ;
$event - >comm t () ;

}
$l ast st h->fini sh();
$dbh- >di sconnect () ;

Next, we calculate what the Unix timestamp was 20 minutes ago, and if our value from the Host is older, then we
create an Event.

That wasn't so bad, wasit? Our next example will check the availability of a network service.

HylaFAXCheck Smeeplet

Smeeplets can also be used to check for the availability of a service. For example, you might want to check on the
availahility of your HylaFAX service.

We will start with the usual, boring stuff.

Example 6.4. HylaFAX Smeeplet

package Loggerithi m: Smeepl et s: : Hyl aFAXCheck;
use strict;

use base ("Loggerithi m: Sneepl ets::Base");
use | O : Socket ;

sub run {
ny $sel f = shift()
ny $hostid = shift()
ny $jobid = shift()
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Extending Loggerithim

nmy $j ob = Loggerithi m:Job->new $j obid);

ny $host = Loggerithi m: Host->new( $hosti d);
ny $
ny

fail;
$renpte = | O : Socket: : | NET- >new(
Prot o => "tcp",
Peer Addr => S$host->i p(),
Peer Por t => 4559,
) or $fail = 1;
if($fail) {
ny $nane = $host - >host nane() ;
my $ip = $host - >i p();
ny $nessage = "Hyl aFAX servi ces on $nane: $hostid ($ip) are not responding.";
ny $event = Loggerithim:Event->new);

$event - >host i d( $host i d);

$event - >j obi d( $j obi d);

$event - >severity(9);

$event - >i denti fi er ("HYLAFAX CHECK");
$event - >t ext ($nessage) ;

$event - >commi t () ;

}

print $renpte "QUI T\ n";
cl ose($remnt e) ;
return;

In this example we use 10::Socket to try and connect to the HylaFAX service on port 4559. If the connection falls,
we create an Event. If it succeeds, we go back to twiddling our thumbs.,
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